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*********** START OF 1st CHANGES ***********
7.2.11.3
RRC connection resume to a new eNB

When the UE decides to resume the RRC connection, the UE sends the RRC Connection Resume Request message on SRB0 and hence it is not integrity protected. The UE shall include information to be used for context identification and re-establishment in the RRC Connection Resume Request message: the Resume ID and a ShortResumeMAC-I. The ShortResumeMAC-I is a message authentication token, which shall be calculated with the following inputs: source C-RNTI, source PCI, resume constant and target Cell-ID as defined by VarShortResumeMAC-Input in TS 36.331 [21] and using the stored KRRCint used with the source eNB where the UE was suspended. 

The Resume ID was assigned to the UE in the cell where the UE was suspended (the source cell). The source PCI and source C-RNTI are associated with the cell where the UE was suspended. The target Cell-ID is the identity of the target cell where the UE sends the RRC Connection Resume Request message. The resume constant allows differentiation of VarShortResumeMAC from VarShortMAC. The integrity algorithm shall be the negotiated EIA-algorithm from the stored AS security context from the source eNB.

-  KEY shall be set to KRRCint of the source cell;
- all BEARER bits shall be set to 1;

- DIRECTION bit shall be set to 1;

- all COUNT bits shall be set to 1.

The ShortResumeMAC-I shall be the 16 least significant bits of the output of the used integrity algorithm.
The target eNB extracts the Resume ID and ShortResumeMAC-I from the RRC Connection Resume Request. The target eNB contacts the source eNB based on the information in the Resume ID by sending a Retrieve UE Context Request message on X2 interface including the Resume ID, the ShortResumeMAC-I and Cell-ID of target cell, in order to retrieve the UE context including the AS security context. 

The source eNB retrieves the stored UE context including the AS security context from its database identified by the Resume ID and the source eNB calculates and verifies the ShortResumeMAC-I  (calculating it in the same way as described above). If the check of the ShortResumeMAC-I is successful, then the source eNB shall derive a new KeNB* as described in Annex A.5 based on the target PCI and target EARFCN-DL. The source eNB can obtain the target PCI and target EARFCN-DL from a cell configuration database by means of the target Cell-ID. If the source eNB has a fresh {NH, NCC} pair from the MME then that pair shall be used and the fresh NH shall be used as in the new KeNB* derivation. The source eNB responds with a Retrieve UE Context Response message to the target eNB on X2 interface including the UE context including the AS security context. The AS security context sent to the target eNB shall include the new derived KeNB*, the NCC associated to the KeNB*, the UE EPS security capabilities including the security algorithms supported by the UE and ciphering and integrity algorithms used in the source cell. The target eNB shall check if it supports the ciphering and integrity algorithms used in the source cell. If this is not the case, the target eNB shall send an appropriate error message to the UE. If the check is successful the target eNB derives new AS keys (RRC integrity key, RRC encryption key and UP keys) corresponding to the algorithms from the received KeNB*, reset all PDCP COUNTs to 0 and activates the new keys in PDCP layer. The target eNB responds with a RRC Connection Resume message including the NCC received from source eNB to the UE on SRB1, integrity protected in PDCP layer using the new AS keys.  The RRC Connection Resume message may include RRC connection reconfiguration parameters as defined in TS 36.300 [30].
When the UE receives the RRC Connection Resume message, then the UE shall check if the received NCC value is different from the current NCC value stored in the UE itself. If the NCC values differ then the UE needs to synchronize its locally kept NH as defined in Annex A.4. The UE then calculates a new KeNB* from either the new NH (if a new NCC value was received) or the current KeNB*, using the target cell’s PCI and its frequency EARFCN-DL in the target cell. The UE performs then further derivation of the AS keys (RRC integrity key, RRC encryption key and UP keys) from the new derived KeNB*. The UE checks the integrity of the RRC Connection Resume message by verifying the MAC-I. If the verification of the MAC-I is successful, then the UE resets all PDCP COUNTs to 0 and activates the new AS keys in PDCP layer and then sends the RRC Connection Resume Complete message both integrity protected and ciphered to the target eNB on SRB1.
Security is fully resumed on UE side after reception and processing of RRC connection resume message. The UE can receive data on DRB(s) after having received and processed RRC connection resume message. UL data on DRB(s) can be sent after RRC Connection Resume Complete message.

After a successful resume the target eNB shall perform Path Switch procedure as is done in case of X2-handover. 

When EDT feature is used, the following handling shall apply to the RRC Connection Resume procedure. For protection of the UL EDT data in the RRC Connection Resume Request message and all other RRC messages following the RRC Connection Resume Request message except RRC Connection Reject, the UE and the target eNB shall derive a new KeNB*. This new KeNB* shall be derived using the target PCI, target EARFCN-DL and the KeNB/NH based on either a horizontal key derivation or a vertical key derivation (as defined in Clause 7.2.8.1.1 and Annex A.5) according to the NCC value sent to the UE in the RRC Connection Suspend message. The UE and the target eNB shall further derive new AS keys KRRCint, KRRCenc, and KUPenc from the newly derived KeNB*. The UE and the target eNB shall use the newly derived KUPenc for ciphering/deciphering of the UL EDT data in PDCP layer in the RRC Connection Resume Request message, and user DL data (if included) in PDCP layer in the RRC Connection Suspend or RRC Connection Resume message. The calculation and verification of the ShortResumeMAC-I shall use the (old) KRRCint used in the source cell. 

In addition, a new input parameter for the calculation and verification of ShortResumeMAC-I is needed to protect the UP data transmitted during the resume procedure, i.e. HASH of uplink PDCP data PDU(s). The UE shall calculate HASHUE-PDU as described in Annex I.3 for each uplink PDCP Data PDU. In the case when the UE is transmitting one PDCP PDU only, the UE shall use the calculated HASHUE-PDU as the HASHUE-data. Otherwise, if the UE is transmitting more than one UL PDCP Data PDU, the UE shall perform bitwise XOR of the Hashes of the PDCP Data PDUs, e.g., in the case of 2 PDCP PDUs, HASHUE-PDU(1) XOR HASHUE-PDU(2). The output of the bitwise XOR is called HASHUE-data. The UE shall calculate shortResumeMAC-I with source PCI, source C-RNTI, target Cell-ID, and HASHUE-data. The target eNB shall calculate HASHeNB-PDU as described in Annex I.3 for each uplink PDCP Data PDU received from the UE. If the UE transmitted one PDCP PDU only, the eNB shall use the calculated HASHeNB-PDU as the HASHeNB-data. If the UE transmitted more than PDCP PDUs, the target eNB shall perform bitwise XOR of the Hashes of the received PDCP Data PDUs. The output of the bitwise XOR shall be called HASHeNB-data. The target eNB shall include the HASHeNB-data in the Retrieve UE Context Request message sent to the source eNB. The source eNB shall verify the ShortResumeMAC-I with the source PCI, source C-RNTI, target Cell-ID and HASHeNB-data.
NOTE 1: 
Since HASHUE-data is input of ShortResumeMAC-I, the HASHUE-data is integrity protected, thus, the input of HASHUE-data, i.e. uplink PDCP Data PDU is integrity protected too. 

NOTE 2: An application cannot assume that all its data will be sent over EDT and hence be integrity protected.
Further, in case of EDT, the RRC Connection Resume message sent by the target eNB to the UE shall be both integrity protected and ciphered in PDCP layer using the new AS keys (KRRCint, KRRCenc) derived from the new KeNB*. In this case, the UE shall ignore the NCC value in RRC Connection Resume message and shall not change its KeNB. The UE may receive an RRC Connection Reject message with suspend indication, instead of RRC Connection Resume message. In that case, for the next resume to any target eNB, the UE shall start with the same AS security context as it had when it was suspended originally, i.e., same KeNB/NH shall act as base key for derivation of new KeNB*.
************ END OF 1st CHANGES ************

*********** START of 2nd CHANGES ***********
I.3
HASHUE-PDU and HASHeNB-PDU
The UE and the target eNB shall derive HASHUE-PDU and HASHeNB-PDU, respectively, for each PDCP Data PDU, using the following parameters as input to the KDF given in TS 33.220 [8].

-
S = uplink PDCP Data PDU,
-
Key = 256-bit string of all 0s

HASHUE-PDU or HASHeNB-PDU are the 64 least significant bits of the 256 bits of the KDF output.
************ END OF 2nd CHANGES ************

